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Executive Summary

Qualification

Occupational Certificate: Cybersecurity Analyst

Purpose

The Occupational Certificate: Cybersecurity Analyst prepares
learners to protect organisational information systems, networks
and digital assets from cyber threats, vulnerabilities and attacks.

Cybersecurity Analysts play a critical role in modern
organisations by ensuring the confidentiality, integrity and
availability of information systems. They identify and assess risks,
implement protection and prevention measures, monitor systems
for potential threats and respond effectively to cybersecurity
incidents.

Qualification ID 118986
NQF Level 5
Minimum Credits 173

Duration 12 to 18 months

Field Physical, Mathematical, Computer and Life Sciences
Subfield Information Technology and Computer Sciences
Quality Partner MICT SETA

Entry Requirements NQF level 4
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Head Office

3 Floor, South Wing
20 Skeen Boulevard
Bedfordview

Centre of Leadership Excellence
3 Floor, North Wing

20 Skeen Boulevard
Bedfordview

Telephone
+27 11 856 4700

Qualification Overview

This programme develops both foundational and advanced
capabilities in cybersecurity, combining technical
knowledge, analytical thinking and practical application.
Learners gain the competence required to assess security
environments, implement cybersecurity controls and
respond to breaches in line with organisational policies and
legal requirements. Through an integrated combination of
knowledge development, applied practical skills and
structured workplace experience, learners develop the ability
to operate effectively within cybersecurity environments.

On completion, learners will be able to:

= Demonstrate knowledge of cybersecurity concepts,
threats and governance frameworks

Assess risks and vulnerabilities affecting information
systems and assets

Website

www.klmempowered.com

Contacts

Lyn Mansour: +27 82 330 5160
Portia Matuludi: +27 67 421 0051
Clayton Lendrum: +27 66 478 2706

Implement protection, prevention and detection

measures to mitigate cyber threats

Monitor systems and respond to cybersecurity

incidents

Apply ethical and legal principles within cybersecurity

environments

This qualification prepares learners for roles such as
Cybersecurity Analyst, Security Operations Analyst, Network
Security Support Specialist and ICT Security Technician.

The KLM Empowered Learning X Perience

X Plore

For each of the
integrated learning
blocks, learners explore
content on their own
before engaging with
others. Guided by self-
study plans and
diagnostic self-
assessment, they
formulate their own
insights to share.

L

X Tend

Workplace application
assignments allow
learners to put their new
learning to use on the
job. Under the guidance
of mentors, and with
access to performance
and wellness support,
learners hone their skills
and add value.

X Cite
Learners receive a
welcome letter and an
X Perience Map
detailing the flow of
their qualification.
An orientation session
helps them to
understand the benefits
and career options
linked to the
qualification.

X Change
Learners attend
facilitator-led sessions,
either in class or online,
to share their learning
and refine their skills in a
safe environment.
Collaborative activities
and peer feedback build
learning synergy and
allow learners to master
specific skills.

X Cel

Each learner’s progress is
measured against
assessment criteria
through formative and
summative assessment.
Final examinations and
presentations are used to
obtain an accurate picture
of overall understanding
and mastery of the
content.



Qualification Outline

* The Occupational Certificate: Cybersecurity Analyst is presented over SIX learning blocks -
covering both Knowledge Modules (KM) and Practical Modules (PM).

» Workplace Experience Modules are completed throughout the learning journey and
assessed every quarter.

» Formative and summative assessments are conducted at regular intervals to prepare
learners for the External Integrated Summative Assessment (EISA).

DIGITAL AND CYBERSECUIRTY FOUNDATIONS (29 Credits)

ID Title Level Credits
KM-07 Computers, Devices and Computing Systems 4 6
KM-06  Logical Thinking and Basic Calculations 4 3
KM-09 Introduction to 4IR and Future Skills 4 4
PM-04  Apply Logical Thinking and Mathematics 4 6
PM-06  Access and Visualise Structured Data Using Spreadsheets 4 5

Function Ethically and Effectively as a member of a

AU Multidisciplinary Team

INTRODUCTION TO CYBERSECURITY AND THREAT LANDSCAPE (23 Credits)

ID Title Level Credits
KM-01 Introduction to Cybersecurity 4 8
KM-08 Data and Databases Vulnerabilities 4 3
KM-03 ﬁ)a/kglfi:qsge)curity and Cyber Threats and Attacks (Ethical 5 12

CYBERSECURITY GOVERNANCE, COMPLIANCE AND ETHICS (20 credits)

ID Title Level  Credits

KM-04 Intrpductlon to Cybersecurity Governance, Legislation and 4 4
Ethics

PM-01 Ensure Compliance in terms of Legal Cybersecurity 5 4

Requirements and National and International Standards

WM-01  Compliance with Legal Cybersecurity Requirements 5 12



° CYBERSECURITY RISK ASSESSMENT AND ANALYSIS (52 credits)

ID Title Level Credits

KM-02 Fundamentals of Network Security and Defence (Network 5 12
Defender)

PM-02 Assess Risks and Vulnerabilities and Evaluate Current Security 5 20
Measures

WM-02  Cybersecurity Risk Assessment and Mitigation 5 20

CYBERSECURITY PROTECTION, DETECTION AND PREVENTION (40 credits)
e ID Title Level  Credits

Implement Protection, Prevention and Detection Measures to

Mitigate Risk, Violations and Vulnerabilities > 20

PM-03

Cybersecurity Detection, Protection and Prevention

5 20
Processes

WM-03

INNOVATION, DESIGN THINKING AND INTEGRATED CYBERSECURITY
° PRACTICE (9 credits)

ID Title Level Credits
KM-05 Fundamentals of Design Thinking and Innovation 4 1
PM-05 Apply Basic Scriptwriting for Cybersecurity Toolsets 4 4
PM-07 Applying Design Thinking Methodologies 4 4

The Preativens Effect
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